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What Is the Internet of Things?

From any time,any place connectivity for
anyone, we will now have connectivity for
anyth|ng| Figure 1 — A new dimension

Any TIME connection

» On the move
* Qutdoors and indoors
* Night + On the move
*Daytime « Outdoors
* Indoors (away from the PC)

- At the PC
Any PLACE connection

* Between PCs
* Human to Human (H2H), not using a PC

* Human to Thing (H2T), using generic equipment
» Thing to Thing (T2T)

Any THING connection

Source: ITU adapted from Nomura Research Institute



What’s the Internet of Things

Characteristics

/Int‘nce

Internet of Things

Com
Tech



The application of loT(1)

Regional Office



The application of I0T(2)

Honey, you could
\ Y get those pants for
) lessin Aisle7.

L AT . We're missing a
RPRY) {‘* bottle here! Better 4 @ :
come replace it. I’'m detergent #23409!
| arrived yesterday on
a truck from Factory #8!

As the shopper enters the store,
scanners identify her clothing
by the tags embedded in her
nts, shirt and shoes. The store
nows where she bought
everything she is wearing.

A microchip embedded
P in her credit card talks
#  to the checkout reader.
% Payment authorization
is automatic.

- A As she removes

1 Areaderatﬂ\éeﬁ;;cko;n b
UNTer automaticany ame

. (35 When moving.the goods, the reader

the reader in the

. shelf recognizes
" the need to restock
M, and alerts the staff.

her puases.
No shoplifting here because

she is carrying.

Illustration by Lisa Knouse Braiman for Forbes

the reader catches everything

Scenario: shopping

(2) When shopping in the market,
the goods will introduce themselves.

(1) When entering the doors, scanners
will identify the tags on her clothing.

(4) When paying for the goods, the
microchip of the credit card will
communicate with checkout reader.

- . »

~” »

‘will tell the staff to put a new one.
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State of the Art of 0T

Enabling Te

4 N\ Y4 \ )
To identify To collect To enhance To make the
and track and process | | the power of smaller and
the data of the data to the network by || smaller
things detect the devolving things have

changes in processing the ability to
the physical || capabilities to connect and
status of || different part interact.

\. | things " }{of the network |

x “ 1



M2M World of Connected Services
The Internet of Things

0, &
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HVAC, lo Servers
o
Transport, e,fﬁsre ) 0(,0" ) Storage
. U
Fire & Safety, 4 ea/l %, PCs, Routers
v %cd :D/( 0p '
M s
Lighting, Spe 4 Switches
Security, PBXs, etc
Access, etc.

Turbines
Tanks, Fighter Jets
Windmills et
Weapons, Vehicles, ShiPS: | g elfield comms
UPS i
Human,Animal, Postal Food/ Jeeps, Cars, Ambulances
Batteries Health, Packaging, Ba
W - Hackaging, gggge Breakdown, Lone Worker
Generators ate.r Treatmnt, Build|
Environ, Gen. Environ, | Homeland Security, Fire
Meters, Drills §
Enviro. Monitor, etc.
Fuel Cells, etc.
Digital Cameras,
= istems MO, 5 ) ; ; HO( POS Terminals
Dishwashers, eReaders, A
Tags
Rtkeionputers Cash Registers
WERIEARE Vending Machines
Meters, Lights, TVs, MP3, Signs, etc.
Games Consoles, Lighting
Alarms, etc. =
§m§%§
MRI, PDAs °oR5 TS
1838w
Implants, Surgical Euipment g %. %_ ? % Vehicles, Lights, Ships
aZan
Pumps, Montors 57 8a7= Planes, Signage
Telemedicine, etc. Pumps, Valves, Vats, Conveyors, Pipelines Tolls,etc.
Motors, Drives, Converting, Fabrication
Beecham

Research Assembly/Packaging, Vessels/Tanks, etc.



World of Wearable Technology Applications:
Towards Function With Style

]
&
<¢
< e
% 4 o™
o(‘,. éo
%, &
: 2 N
‘Real-Time Data < -Playful Show
-Remote Team % B
Monitoring . O 0“ «Ambience Through
5 (6‘\ - « Military q,’/_ W Light
Prelg 5P Security Profiling ~ *Emergency % Q.QQ + Light
Services Embellishment :
Y [;H:ZT-at « Identity Recognition +Pattern Changing
8 I etection _ Business Operation ¢ Decorative Display ;
[} 5 «Track/Display
%/( ‘Qp aulers « Rescue/Trackin Emotional Emotions
0 Monitoring 9 « Emotional
« Environment
) ‘Unobtrusive \ .
3 5 Patient Monitoring TN — . s 2 el +Access Vo«fe, .
Rocpa® ; Y : § Communi- Text, Email %q &
iR “Body t : A  cation « Interactive Multimedia ot
Augmentation hronic y Group
3 ¢ 3 . . b
P ‘Diabetes e « Physical Use Social Media \5(\ ‘ &
X Expression 73 ) ed®

~ +UseTouch & Hugs

y

« Organiser
« Responsive Learning
« Interactive Gaming

+Data/Media Access .5 hedule

* Shared Management
Experience
EEG/Optimised Learning

« Outdoor Navigation/Trackg

__ +Body Cooling/Heating SRl menied Reality
-Perforn:nance M?nltor +Realtime Streaming
+Activity Tracking
+Goal Monitoring/Management -HUD
+Direction Data/Location Share a
+Optimum Performance

Beecham
Research

WEARABLE TECHNOLOGIES

© 2013 Beecham Research Ltd. & Wearable Technologies AG
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The Smart Grid loT A Smart Home loT A Medical loT

helps us manage the could connect home could allow vigorous
planet’s limited energy. media, security, and tracking of patient
The Smart A Smart Shipping loT energy applications to our care history.
Transpo_rt(',tion loT could allow materials to cellphones.
will help preserve human pass through customs in . S
lives, fuel, and time. minutes instead of days.
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| I { Home Automation

Envlronental monitoring

l

Control your home from the touch of a button!

- 57 l |Window Control |
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3D Printing

expectations
Wireless Power gvgol Event Pr :
Hybrid Cloud Computing =\ S° "'i’:‘ st Gt
HTMLS\ YO© N5, >ocial Anaytics .
Gamification Q~— Private Cloud Computing
Bia Dat Application Stores
e B~ Augmented Reality
Crowdsourcing Q- In-Memory Database Management Systems
Speech-to-Speech Translation Activity Streams
Silicon Anode Batteries—4¢ ntermnet NFC Payment
Natural-Language Question Answering —/A Audio Mining/Speech Analytics
| Thi /
ntemfat of Things— 4 NFCQ Cloud Computing
Mobile Robots %— Machine-to-Machine Communication Services
Autonomous Vehicles =~ Mesh Networks: Sensor A
3D Scanners Gesture Control 0 Predictive Analytics
Automatic Content Recognition ;
® Speech Recognition
8 Consumer Telematics
. , e 3 |dea Management
Volumetric and Holographic Displays 2 A Bi ic Authentication Method
3D Bioprinting 4 In-Memory AnalyticsQ ._ o |orT1ettr'lc e d
Quantum Computing 2 e @ il
Text Analytics :
Human Augmentation A " o Media Tablets
Home Health Monitoring Mobile OTA Payment
Hosted Virtual Desktops
Virtual Worlds
As of July 2012
Peak of
Technology | Trough of Plateau of
: nflated G Slope of Enlightenment o
Trigger Expectations Disillusionment Productivity
time "
Plateau will be reached in: obsclete
Olessthan2years O 2toSyears @5to10years A morethan 10years & before plateau



Gartner's Hype Cycle for Emerging Technologies, 2017

expectations gonneLded Ii-lome
Virtual Assistants ¢ e

Machine Leaming

loT Platiorm Autonomous Vehicles

SmartRobots Nanotube Electronics

Edge Computing Cognitive Computing

Augmented Data Discovery g.‘:,nman
| SmartWorkspace

ommercial UAVS (Drones)

onversational Userinterfaces
. % Cognitive Expert AGVsors

Brain-Computer Interface

Volumetric Displays
Quantum Computing
Digital Twin

Serverless PaasS
5G

Huq\an Augmentation
Neuromorphic Hardware
Deep ReinforcementLearning

Enterprise Taxonomy
and Ontology
Management

Software-Defined Virtual Reality
Artificial General Intelligence Security
4D Printing
Augmenled Reality
Smar Dust
As of July 2017
~ Peakof ‘
Innovation Trough of Plateau of
Trigger  pmeed  Disillusionment Slope of Enlightenment b0 4,crivity
time a8
Years to mainstream adoption: obsolete

Olessthan2years ©2toS5years @5to 10years A morethan 10 years @ before plateau

Note: PaasS = platform as a service; UAVS = unmanned aerial vehicles

Source: Gartner (July 2017)




Hype Cycle for Emerging Technologies, 2018

d

Expectations

Digital Twin

Biochips

Smart Workspace
Brain-Computer Interface
Autonomous Mobile Robots

Deep Neural Nets (Deep Learning) Plateau will be reached in:
Carbon Nanotube . less than 2 years
loT Platform @ 2to5years

Virtual Assistants . 5to 10 years

Smart Robots Silicon Anode Batteries
Deep Neural Network ASICs Blockchain /\ more than 10 years
Al PaaS

Quantum Computing
Connected Home
Autonomous Driving Level 4

Volumetric Displays

Self-Healing System Technology
Conversational Al Platform
Autonomous Driving Level 5

Edge Al

Mixed Reality

Exoskeleton

Blockchain for Data Security

Meuromorphic Hardware

Knowledge Graphs

4D Printing

Artificial General Smart Fabrics
Intelligence

Augmented Realit
Smart Dust ugmented Reality

Flying Autonomous Vehicles

Biotech — Cultured or Artificial Tissue
As of August 2018

i . Peak of T h of Plat f

nnovauon -

T:i) ? Inflated Di _Iriou_g “ Slope of Enlightenment Pr adea:v?t
gge Expectations isillusionment oduc Y

Time

gartner.com/SmarterWithGartner

Source: Gartner (August 2018)
© 2018 Gartner, Inc. and/or its affiliates. All rights reserved. a r nera



_~. Postscapes A o~
’ Tracking the Internet of Things ; .Q InterPlanetary Network

LTE Advanced

Cellular 4G / LTE

3G - GPS / GPRS

2G / GSM / EDGE, COMA, EVDO
WEIGHTLESS

WIMAX
LICENSE-FREE SPECTRUM

DASH 7

BLUETOOTH
UWB
Z-WAVE
ZIGBEE
6LOWPAN
NFC

N
Ofal 27 Wide Area Network - 802.20

POWERLINE
ETHERNET
PRINTED

MAN
Metropolitan Area Network -802.16

- 802.11
PAN Local Area Network - 802.11

IPvd 1Pv6 UDP DTLS RPL Telnet MQTT DDS CoAP XMPP HTTP SOCKETS REST AP
Personal Area Network - 802.15



Improved Improved value Improved process Improved human
reach - consumer lifestyle  efficiency efficiency

Networked everything
Networked society

()

D,

Networked consumer electronics




Intelligent Systems for a More Connected World

"""""""""""""""" WHAT ARE INTELLIGENT SYSTEMS?

Intelligent Systems are devices that transform how
we travel, shop, make things and more.

#2

Connected Devices )
per Person Al @ ...-Connected...
- 2 s iy
7‘:‘(’)’::; tae"de;ae%fc‘e’fs, Managed Secured A\ Medical data "
L 4 e Can be remotely monitored, Protects data against ey AN disclosure is the
’Lg‘. e updated and power controlled malware, theft and tampering r e o g second most breached
SR TS - e T A : source of data’. s
COMMUNICATIONS e g
:ﬁ%’//’
",
g 1% 30%
} .- of Shoppers Annual
“are Multi-Channel... Growth Rate
e balsed on fisqog%e]‘?s Projectedincrease
planning their ¢ in connected
i % holiday shopping®. 2 3 -GM machine-to-machine
N Connected J devices over the next
e e Cars 5 years'.
g ™ Y —— - & R -
INDUSTRIAL
80 g
zolm g 236 million cars will have Internet
B access by 2016, rising from 8.7
YRR million in 20105,
1) Cisco, “The Internat of Things: How the Next Evolution of the internet Is Changing Everything”, April 2011 VEHICLES ‘ lntel:
2) Bloor Research, “Security chalienges in the US healtheace w(lor White Paper, Decomber 2010, mwlfwmvm:.\h\ com/us/i ':" lep pe Iwpr *,‘“.‘ M "N:H v“ “‘y\;‘ i :
JConsumer%208usings: all FSurvey, 2011 _pr_102611,pdf Intelligent
Systems

3) Deloitte LS, 2011 Annual Holiday Survey, hitp
4) MeKinsey Global Institute analysis, “Big data: The next frontier for innovation, competition, and profu« m, ]ur\(' 20m)

§) Wali Streat journal, http:/fontine.wsj,com/article/S810001424052702304066504576349763614333844 html, estimate from research firm, Frost & Sullivan

2013 Inted Corportation, All rights reserved. Inted and the Intel logo are trademarks of Intel Corporation In the US. and/or other countries. *Other names and brands may be claimed as the pioperty of othess,



POPULATION EXPLOSION:

The Internet of Things will include

26 BILLION

units installed by 2020.*

5 TIPS rop

MONETIZING v
$1.9 Trillion
INTERNET OF THINGS

@ Simplify

Build a single device model that contains all capabilities and
capacity then use licensing and entitlement management o configure.

¢) Differentiate

Drive more value from your device with software and
monetize all aspects of your solution.

REVENUE EXPLOSION:

The Internet of Things product and
service suppliers will generate

incremental revenue exceeding

300 BILLION

by 2020

VALUE EXPLOSION:

The Internet of Things €) Drive Revenue

will result in ) - . )
Device + soﬁwore + llcensmg helps drlve new, recurring revenue streams.

*1.9 TRILLION

in global economic value-add

¢ Grow Market

Move into new markets quickly by slicing and dicing

through sales into diverse .
your product by features, capacity, and more.

end markets.*

¢©) Protect Your IP
* Source: Gariner, Forecast: The Internet of Things, !
Werkich, 2013, 16 orentt 2018 ' 4 Protect your devices and applications against IP theft with licensing.

-

-
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Statistik

* Internet-Nutzer
* Datenverkehr
» Speicherkapazitat
* Nutzerverhalten
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4 leading sources of trouble

ERRORS

DISASTERS

EMPLOYEES
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4 dimensions of society’s
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KNOWLEDGE

CYBERCRIME

DIPLOMACY

MVT
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We need
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KNOWLEDGE

CYBERCRIME

ADVINO1dId

LAW

TECHNOLOGY
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Tech MM Chart of the Day

Global Internet Device Installed Base Forecast
20,000,000

18,000,000 -

Bl INTELLIGENCE
16,000,000 -

Wearables

E
:

’

g
:

’

8,000,000

Number Of Devices In Use (In Thousands)
e
o

6,000,000

4,000,000

2,000,000

0
2004 2005 2006 2007 2008 2009 2010 2011 2012 2013E 2014 2015E 2016E 2017E 2018E

Source: Gartner, IDC, Strategy Anolytics, Machina Research, company filings, Bil estimates
BUSINESS INSIDER




What Happens in an Internet Minute?

61,141

20 47,000
New victims of App downloads Hours of music
identity theft
20 million
S 3,000
204 million $83,000 Photo views Phok; uploads

Emails sent

/ In sales

320+ 100,000

New Twitter accounts New tweets

amazon

Apps

PANDORA

New Linkedin
accounts

New mobile users

Botnet infections

6
277,000

)
New Wikipedia ) O
arficles published Logins Facebook views
2+ million L Q
Search queries \Q

30 1.3 million /
W

6 million

And Future Growth is Staggering |w.if .| 1o
Q)

(n (n

to view all

Today, the By 2015, the 2 In 2015, : :
number of - number of — 'x it would take \ V'ﬁ,eo :?ssl::g
networked devices s networked devices the I. | you 5 yearsl——____ —"eud:‘ ese:;n d
population
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iPhone
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DOWNLO.

QUESTIONS  Answers.com _
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INTERNET... :
g):: 600+
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HOW PEOPLE SPEND THEIR TIME

0 22%

' "\ SOCIAL NETWORKING

B0

ONLINE SHOPPING |

13% &

MULT! -MEDIA SITES < b

\ & 21%

SEARCHES

19% 12

EMAILS /COMMUNICATION

) 20%

| READING CONTENT

http:/ /www.go-gulf.com/blog/online-time/



http://www.go-gulf.com/blog/online-time/

LiveCasting -
Video and Audio
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lost:fmy
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Events

% MADE!!
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Documents

Varr{Tube) @

DiiptY

Video Aggregation

Location

SmugMug

flickr
Blc .-TalkRedio!x Z m

brightkite

wll o

Social Comment &
Bookmarks

Reputation
Crowdsourced
Content

@mmmﬁn@
@@ﬁm

Blog Platforms

e PARETVRE®
ﬂ di' @ SIS,  Blogs/Conversations

. Cgele
=

Gogge

Blog Communities

The Conversation
The Art of Listening,
Learning, and Sharing

Micromedia

LiFEZ
T Swurl
Ping Lifestreams

Brought to you by
Brian Solis and JESS3
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-
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Social Networks

Niche Networks
Customers

Service Networks




HOW PEOPLE -
- SPEND THEIR TIME- E
ONLINE

-t

2,095,006,005
©EX

AVERAGE TIME SPENT BY :

oo IBHOURS **";<"nr 32 HOURS
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http://www.go-gulf.com/blog/online-time/

INTERESTING FACTS

More than

@ 56

of Social Networking Users
have used Social Networking
Sites for spying on their
partners.

Chinese users spend the
maximum time of more
than 5 hours a week, in
shopping online.

(11 Tube.

4 Billion views per day

on Video Sharing Website YouTube.

Video content of more than

60 hours gets uploaded
every minute onto YouTube.

>
Q
Brazilians have the highest online
friends averaging 481 friends per
user, whereas Japanese have the
least average of only 29 friends.

Go SQ\

More than

1 Billion

Search Queries per day on Google.

- l
—
e,
£
-
‘,———17 ,}\
|

More than 250 Million Tweets per
day.

More than 800 Million updates on
Facebook per day
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2007 AnALOG
19 exabytes

- Paper, film, audictape and vinyl: 6%
- Analogvideotapes (VHS, etc): 94 % AMNALOG
- Portable media, flash drives: 2 % DIGITAL g

- Portable hard disks: 2.4 %
- COsand minidisks: 6.8 %

Global Information Storage Capacity

in optimally compressed bytes

- Computer servers and mainframes: 8.9 %

- Digital tape: 11.8 %

1986 1993 o
ANALOG / ‘
- DVD/Blu-ray: 22.8 % OJ

2.6 exabytes -
| ANALOG STORAGE®

: : : DIGITAL

DIGITAL

STORAGE
0.02 exabytes
|
|
T -PC hard disks: 44 5%
2002. 123 billion gigabytes
“beginning
of the digital age”
50%
% digital: e e P e g
0 0 0 0
1% 3% 25 % 94 % erTaL
280 exabytes

Source: Hilbert, M., & Lopez, P. (2011). The World's Technological Capacity to Store, Communicate, and
Compute Information. Science, 332{6025), 60 —65. hitp://www.martinhilbert.net/WorldinfoCapacity.html




Storage Capacity over Time
(Showing PC Hard Drive Disk)

HDD capacity {bytes) HDD capacity [Sytes)
H 3 ) ¥ 15810
3 18 318

HOW 068
Welt Hel)
onte 4068 f
110

2G8 207 f
£40% 2.3¢03d "

120 M8 I
0000000 |

20 M8
10000000 SMS

Fixed Scale

Logarithmic Scale




Storage S

= Storage: Die Fahigkeit des Unternehmens. Informationen sicher zu halteli. .
Unternehmensansatz - Datenhaltung bewegt sich weg von der Lagerung dicht an
einzelnen Programmen / Projekten / Anwendungen hin zur Lagerung, die als ein
Unternehmen Mission / Funktion verwaltet gekoppelt ist.

= Unterschiedliche, heterogene Speicher werden auch in der Zukunft die Norm sein.
Synchronisation verteilter Daten ist die wichtigste Voraussetzung. Gleichzeitiger
gemeinsamer Zugriff auf grof3e Dateien und Speichersystemen.
Datenverschlisselung,

= More Meta than Data.

Terabyte (1024 Gigabyte) Exabyte (1024 Petabyte)

1 Terabyte: 50,000 trees made into paper and printed 1 Exabytes: All words ever spoken by
2 Terabytes: An academic research library human beings

10 Terabytes: Printed collection of US Library of

Congress Zettabyte (1024 Exabyte)

100 Terabytes: The entire internet websites

Yottabyte (1024 Zettabyte)
Petabyte (1024 Terabyte) 1 Yottabyte: Everything that there is
1 Petabyte: 3 years of EOS data
10 Petabytes: All US academic research libraries
100 Petabytes: All printed material




THE INTERNET OF EVERYTHING |S HERE.

As the Internet evolves, so will we.

s — N . e -
37 billion new things will be connected by 2020.

[ i

Tmir
#IoE #TomorrowStartsHere CISCO



By 2022, M2M will be a USD 1.2 trillion

opportunity

Total revenue from machine-to-machine,

2011-22
Source: Machinag Research 2012

1400

L200 |

1,000 |
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e
2
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3
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ND DS LS LA DO 0N
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Machina Research

Total M2M revenue will
grow from USD200 billion
in 2011 to USD1.2 trillion in
2022, a CAGR of 18%

Total revenue includes:

o device costs where
connectivity is integral to
the device

module costs where devices
can optionally have
connectivity enabled

monthly subscription,
connectivity and traffic fees




Big data—a growing torrent B
$5 million vs. $400

to buy a disk drive that can _ _
60 store all of the world’s music Price of the fastest supercomputer in 1975
and an iPhone 4 with equal performance 3

11 mobile phones '
5 blIIIOninusein2010
s ie f tent shared
30 Dillion rrecebsoksverymonts

4 O 0/ projected growth in
0 global data generated

per year vs. 5%

growth in global
IT spending

2 3 terabytes data collected by
the US Library of Congress

by April 2011

15 out of 17

sectors in the United States have
more data stored per company
than the US Library of Congress
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Power supply

* Problem:
How to load mobile devic



Solar Bikini

| _/_,




! Caters News Agency

L

<= “'-'-.:—:."s‘,

"
|

—t
42

-
-




",

A

Rt L P -

k) , i o :
i, T P
. "‘ . !

{5‘/ 1’/'(:‘ % ‘(

"r'a,\' b p LIV
& ¥

3y N O ) A T - 14
-,;' %'.!:\\.'«'i" W 'f'.,7.-'Jx

v"""i\v l.-’ "‘-."" | 'r" : \JAnv Pe ;l/ "..‘ %
My .9 i SR L AR BN ol A ‘



N
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Zusammenfassung

groRe Unter

2.Real-time
vollig neue Be g
Verhaltensmuste re f' ;e ;

3.Menschen Werdé ------ ,\ ntrolle beh,
4. Standard|3|erun '"""““‘i"';"&' d WIZ‘h’[Ig

5.Si helt muR ve } kibei e e/ﬂe en
Entwic I ngen nerlic _;.r gt erden.

6.Glanzende Zukunft / B en fur
Safety/Se 5 ilk-Datenschutz,
Informatik




4. Konsequenzen - |

Wie brauchen viel mehr

= Geld,

= Planstellen

" Manpower

= Ausbildung, Qualifizierung, Weiterbildung

um unsere Kkritischen Infrastrukturen zu
schutzen (gilt fur alle Bundesbehorden,
Landesbehorden, Verwaltungen

Unternehmen,...) & =



o
/. Konsequenzen - Il

Klare Richtlinien,
Arbeitsanweisungen,
Branchenspezifische Zertifizierungen,
Regelung des Umganges mit Sicherheitstodlé’;"
Anonymisierung der Meldungen,

Was passiert nach der Meldung???

p—




Kooperation'— Berating
Prof. Dr. Reiner. Creut

Technische Hochschule Brandenburg
—achbereich Informatik
T- und Medienforensiklabor

PF 2132
14737 Brandenburg an der Havel




Malshahmen

= loT and Smart Home Security"

= Cybersecurity und Schutz kritischer
Infrastrukturen®

= Produkte, Projekte, Services

= Sicherheitstberprifungen, Audits

= Security Check,

= Vulnerabilitatstests,

" Penetrationstests;. = =

. Computerforensiséhe"Uhféfr{sychungen

- :

E - — 4 _‘./
) -
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