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Types of Hackers.
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Tech MMl Chart of the Day
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‘Interne’-clder Dinge (Internet of Things)
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World of Wearable Technology Applications:
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The Internet of Things
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THE INTERNET OF EVERYTHING |S HERE.

As the Internet evolves, so will we.

37 billion new things will be connected by 2020.
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POPULATION EXPLOSION:

The Internet of Things will include

3 TIPS or

MONETIZING 1w
1.9 Trillion
INTERNET OF THINGS

@ Simplify
Build a single device model that contains all capabilities and
capacity then use licensing and entitlement management to configure.

26 BILLION A8

units installed by 2020.* ‘

REVENUE EXPLOSION:

The Internet of Things product and
service supp|iers will generate

incremental revenue exceeding

300 BILLION

by 2020

@) Differentiate

Drive more value from your device with software and
monetize all aspects of your solution.

VALUE EXPLOSION:

The Internet of Things €) Drive Revenue

will result in

*1.9 TRILLION

in global economic value-add
through sales into diverse

Device + software + licensing helps drive new, recurring revenue streams.

¢) Grow Market
Move into new markets quickly by slicing and dicing

el ieirkats. your product by features, capacity, and more.

_ © Protect Your IP
* Source: Gartner, Forecast: The Internet of Things,

Workide 2013, 18 Novamber 2013 Protect your devices and applications against IP theft with licensing.
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Security risk of medical devices in IT networks - the case of
an infusion pump unit

Jenny KnackmuB%?, Thomas Moller®, Wilfried Pommerien®%¢, and Reiner Creutzburg®

“Brandenburg University of Applied Sciences, Department of Informatics and Media
P.O.Box 2132, D-14737 Brandenburg, Germany

bAssecor CmbH, Storkower Str. 207, D-10369 Berlin, Germany

“stadtisches Klinikum Brandenburg GmbH, Zentrum fiir Innere Medizin 11, Hochstr. 29,
D-14770 Brandenburg, Germany

“Medizinische Hochschule Brandenburg CAMPUS GmbH, Fehrbelliner Strafe 38
D-16816 Neuruppin, Germany

Email: {knackmus |pommerien|creutzburg}@fh-brandenburg.de,
{thomas .moeller|jenny.knackmuss @assecor.de,
w.pommerien@mhb-fontane.de

ABSTRACT

Nowadays, wearable and implantable medical devices are being increasingly deployed to improve diagnosis,
monitoring, and therapy for various medical conditions. Compared to other types of electronics and computing
systems, security attacks on these medical devices have extreme consequences and must be carefully analyzed
and prevented with strongest efforts. Often, the security vulnerabilities of such systems are not well understood
or underestimated. The aim of this paper i3 to demonstrate security attacks that can easily be done in the
laboratory on a popular infusion pump on the market, and also propose defenses against such attacks.

Keywords: medical device security, security of medical devices, hacking medical devices, hacking infusion
pumps, infusion pump, wearable medical devices



Suchmaschine Shodan

@tan Newsticker v Magazin Fragen & Antworten Jobbdrse Shop Marktpla

Shodan: , Die erschreckendste
Suchmaschine des Internets”

Als , erschreckendste Suchmaschine des Internets” bezeichnet CNN das
Projekt Shodan. Und tatséchlich lassen sich mit ihr teils haarstraubende
Sicherheitsliicken finden. Dabei geht es vor allem um Gerite, die ohne
ausreichenden Schutz mit dem Internet verbunden sind. Manchmal ist das
zum Lachen, manchmal aber auch zum Fiirchten.

Das ,Internet der Dinge” ist als Schlagwort inzwischen bestens bekannt und es ist
schon sehr viel mehr mit dem Internet verbunden, als man mancher glauben
wiirde. Die Suchmaschine Shodan (= zeigt das und zeigt dabei auch, wie sorglos in
manchen Fallen damit umgegangen wird. ,Wenn Leute etwas nicht auf Google
finden, glauben sie, dass niemand es finden kénne. Das ist falsch”, sagte Shodan-
Macher John Matherly dem Nachrichtensender CNN (=. Wahrend Google sich nur
fir URLs interessiert, behalt Shodan mehr im Blick. Informationen von tber 500
Millionen mit dem Netz verbundenen Geraten und Diensten sammelt die




Germany
Italy

Poland
United States

Spain

Siemens 57
SNMP
NetBIOS
Modbus
smB

Deutsche Telekom AG
Telecom |talia Mobile
Telefonica de Espana
Orange

Telecom ltalia

Microsoft ESMTP
Microsoft 50L Server
TightWNC

b
) simatic - Shodan Search % W

€« = C |G btips://www.shodan.io/search?q

302
286
184
171
170

1,173
1,018
22
20

182
134
128
a2
42

89.202.203.242

Interoute Communications Limited

== United Kingdom
Details

37.80.24.177

Telekom Deutschland GmbH

B Gormany
Details

88.220.49.80

Exatel 5.A.

mm FPoland
Details

212.10.179.84
Telia Stofa AIS

im Denmark, Vamdrup
Details

87.181.15.189
Deutsche Telekom AG

BB Geormany, Burgrieden
Details

Module

w

name :

1 Siemens Equipment

HRL-CPU-281
number of module:

2, HW: ¥Yersion 1,

37-260

=
@
=)
w
m
=}
[
ra
I



Shodan  Scanhub  Developers  Wiew All..

% SHODAN webcam country:"DE" Explore  Membership ContactUs Blog  Enterprise Access

o - 155 ] = \ T 7 - By
bt - . R A | ] [ e f g h e

(0, { B +--._..:----_--?', 1‘\C!Istﬂlde

= ] I
! \ ! |
b \ e - R I"__:"'__._'- 1 p "i—".- I_. - f \
\ ﬂ- ; ok : Latickle } '. !
\.'-I : & ; 4 s -|. C . "- 2 - . — -\ .I:I‘( l-l.-;‘\‘
01 R e T Stncl-:hausen .r‘ ;
1 | 5 ) .
| | g s y - U 4k
- | e ’ Espach ) % G
g 9 - \ L x

Haslachvald P

A3 94.218.16.137

City Ostfildern
Country Germany
anization Vodafone DSL

ISP Vodafone DSL

Last Update 2015-03-21T14:39:08.657411 dvr1 6 1 4“ WEb cam httpd
Hostnames dslb-094-218-016-137.094.218.pools.vodafone-ip.de HTTR/

ASM AS53200 ache : no-cache

ONTENT-LENGTH



VNC Vlewer

o V|rtual Network Computlng
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. .Das vernetzte Haus

ng fur ein smartes Zuhause

Komfortabel bedienen

Unterwegs steuern
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Energie sparen

€ ‘ kWh
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Klaranlage
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. . Solaranlage

Fronius Datalogger Web
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Aktuelle Gesamtansicht

. n

P 21

muw

10 kWhid
119.07 MWh

CO,-Ersparnis heute 5.3 kg
CO,-Ersparnis gesamt 63111
Ertrag heute JA4EUR
Ertrag gesamt 40485.52 EUR

Update von Version 2.0.4-1 auf 2.0.5-4 verfigbar ;; Chanoelog anzeigen Fronivs [rismehonel SmbH
Gefunden Dezember 2015 via Twitter (Gruppe:scadastrangelove) i




_ Kompostierer (lsrael)
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16.6 | OXIGEN 2

wh

PILE TEMP
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Gefunden tiber SHODAN-Webseite (Jan 2016)
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. Stromgenerator
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2 T4A - VNC Viewer

Recipe Managerment 2016-01-0a

Getwittert Dezember 20=i15 von Gruppe @medseclinkedin
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Kompressoren (Spamen)

?ofrim orife

11:11 11/01/2018, Lunes

e cnginyeriadel fred

COMPRESORES

Compresor n%1
Haraz

. Fallo

Marcha

Compresor n%2

5%
100%:

2.14

CAMARA NO2

Temperatura
Ambiente

Presion Aspiracion

CAMARA N°1

Temperatura

Ambiente 554 o

. Frio
. . B. Desescarche

4.08 oz

. Frio
. . B. Desexcarche

.Humedad 75.7 S%Hr .Humedad

@coz

1135 ppm  {cO2

DEPOSITO

- 4

75.0 9%Hr OHumedad

2070 ppm @ coO2

CONDENSADOR

Temp. Dep.
Agua
Desescarche

28.14 oC Presidn Descarga 2.21

Temp. Exterior 16.70

CAMARA NO3 CAMARA No4

Temperatura Temperatura

Ambiente oz Ambiente 1.67 o

0.29

. Frio . Frio
. . B. Desexscarche . 0 B. Desescarche

85.8 9%Hr OHumedad

2623 ppm @ cO2

Bar

85.7 %%Hr

3680 ppm

SEPARADOR

Bomba n®1 Bomba no2

-H@'w

Solencide
Inyeccion

Nivel Trabajo 0
Hiwel Alto .

TUNEL

Temperatura

Ambiente 3.90 o

Temperatura

Producto 567 oC

i)
T e o
- o

. Frio

.Vent. Sentide 1

L

.Uent. Sentide 2

Gefunden lGiber: SHODAN-Webseite (Dez 2015)
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http://de.wikipedia.org/wiki/Supervisory_Control_and_Data_Acquisition
http://de.wikipedia.org/wiki/Supervisory_Control_and_Data_Acquisition

Industrlal Control Systems (ICS)
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... | SCADAhacker

Think like a

0 SCLUNE NUUSUial CONTol Sy sicimle

SCADA com

Home  Training Resources Tools Library Dashboard Newsletter Blog About Contact

The interest in the intense, immersion 10-day program on ICS implementation and security has
been overwhelming. This course is not cumently scheduled for public offerings. However ...
SCADA has joined forces with leading system integrator Lin & Associates of Phoenix,
Arnzona to offer a unique opportunity to learn the basics of ICS configuration and operation, in a
public 3-day workshop scheduled for March 3-5 (optional 1-day ICS workshops available on March
6). These 4-days provide both lecture and hands-on modules, and provide an opportunity for

attendees to get "up close and personal” with the systems really used to control critical
infrastructure. No virtual PLCs, Raspberry Pl, or "toy” SCADA equipment - real ICS equipment
used at the heart of the industrial automation and control industry.

After enjoying a weekend in beautiful Phoenix where you can wisit landmarks like the Grand
Canyon, Petrified National Park, Sedona, Flagstaf and others, the 5-day advanced
"Understanding, Assessing and Securing Industrial Control Systems” course will be offered
March 9-13.

The need for this type of opportunity within the ICS security sector is critical in understanding the

real-world aspects of securing operational systems. To facilitate involvement, students that

register for BOTH the 3-day workshop and the 5-day security course will receive a SPECIAL

DISCOUNT equal to the registration fee for the 3-day workshop. In other words, the 3-day

workshop is FREE when attending both. As a SPECIAL BONUS, anyone who registers for either

the DCS Configuration or HMI Scripting workshop will receive a $50 Amazon Gift Card for each
optional session. Mo where else can you receive 9-days of training from leading industry experts

for the price of 34,550 M Now Available !!!
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The following protocols are some of the languages that the industrial control s

which is why Internet-accessible ICS devices dont alw

#i\Viodbus

Modbus is a p
(ICS). It provides
without requiring a

ar protocol for industrial control systems
Y, raw access to the control system
uthentication.

Explore Modbus

TRiD!UM

The Fox prot eloped as part of the Niagara framework
from Tridium, is most commonly seen in building automation
systems (offices, libraries, Univ

Explore Miagara Fox

8

Service Request Transport Protocol (GE-SRTP) protocol is
developed by GE Intelligent Platforms (earlier GE Fanuc) for
transfer of data from PLCs.

re GE

SIEMENS

)mmunication) is a Siemens proprietary protocol that
runs between programmable logic controllers (PLCs) of the
siemens 57 family.

Explore Siemens

2BACnet

BACnet is a communications protocol for building automation
and control networks. It was designed to allow communication
of building automation and control systems for applications
such as heating, air-conditioning, lighting, and fire detection
systems.

Explore BAChet

HAHqp

The HART Communications Pre
Remote Transducer P
Fieldbus,
notable

ocol (Highway Addressable
col) is an early implementation of

ems use to communicate across the Internet. Many of them were developed before the Internet became widely used,
require authentication - it isnt part of the proto

DMNP3  (Distributed Metwork Protocol) is a set  of
communications protocols used between components in

process automation systems. Its main use is in utilities such as
electric and water companies.

Explore DNP3

Etheri'et/IP

EtherNet/IP was introduced in 2001 and is an industrial
Ethernet network solution available for manufacturing
automation.

Explore EtherMet/IP

TYPHCENIX
COMTALT

PCWorx is a protocol and pr Phoenix

by a wide range of industries.

Explore PCWorx
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, Krltlsche Infrastruktur
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IT Sicherheltsgesetz— -
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Konsequenzen-l
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